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What is claimed is: 

L A file server performing file transaction operations in response to file transaction 

\ ° 
requests by the clients and including a state machine logging mechanism, comprising: 

a storage sub-system, and ' 
a control/processing sub-system including 

a file system processor performing file transaction operations in 
response to client requests and controlling file storage operations of the storage sub- 
system\and ^ 

a state machine logging mechanism, including 

a state machine log generator for extracting state machine 
informatioVi defining a state machine representing a current state of execution of a file 
transaction,\and 

a state machine log for storing the state machine 

information, ^herein J 

the state machine log generator is responsive to 
the restoration of operation of the file server after a failure of file server operations for 
reading the state Wchine information from the state machine log and restoring the state 
of execution of a file transaction. £ 

2. The file server ot\claim 1, wherein the state machine logging mechanism further 
comprises: 

a state machink log mirroring mechanism located separately from the 
control/processing subsystem and communicating with the state machine log generator 
for receiving and storinamirror copies of the state machine information, wherein 

the state iriiachine log mirroring mechanism is responsive to the 
restoration of operation of the file server after a failure of file server operations for 
reading the state machine information from the state machine log mirroring mechanism 
and restoring the state of execution of a file transaction. 
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3. A file server performing file transaction operations in response to file transaction 
rea\aests by the clients and including a state machine logging mechanism, comprising: 

\a storage sub-system, and 
first and second control/processing sub-systems, each including 
\ a file system processor performing file transaction operations in 

response^ to client requests directed to the first and second control/processing sub- 
systems and controlling file storage operations of the storage sub-system, and 

\a state machine logging mechanism, including 
a state machine log generator for extracting state machine 
information defining a state machine representing a current state of execution of a file 
transaction of\he corresponding control/processing sub-system, and 

\ a state machine log for storing the state machine 

information of the corresponding control/processing sub-system, wherein 

\ the state machine log generator is responsive to 

the restoration of operation of the file server after a failure of the corresponding 
control/processing sub-system for reading the state machine information from the 
corresponding state machine log and restoring the state of execution of a file transaction 
of the corresponding control/processing sub-system. 

4. The file server of claim 3, wherein each control/processing sub-system further 
comprises: ^ 

a state machine logWrroring mechanism communicating with the state machine 
\ 

log generator of the other control/processing sub-system for receiving and storing 
copies of the state machine information of the other control/processing sub-system, 
wherein \ 

the state machineuog mirroring mechanism is responsive to the 

restoration of operation of the othW control/processing sub-system after a failure of the 

\ 

other control/processing sub-system for reading the state machine information from the 

\ 

state machine log mirroring mechanism to the other control/processing sub-system and 
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restoring the state of execution of a file transaction of the other control/processing sub- 
system. 

5. ^system resource performing system resource operations in response to requests by 
the clients and including a state machine logging mechanism, comprising: 

\ system resource sub-system, and 
a\ontrol/processing sub-system including 

\ a resource control processor performing system resource 

operations in response to client requests and controlling operations of the system 
resource sub-system, and 

a state machine logging mechanism, including 

a state machine log generator for extracting state machine 
information defining a state machine representing a current state of execution of a 
system resource operation, and 

\a state machine log for storing the state machine 
the state machine log generator is responsive to 
the restoration or operation of the system resource after a failure of system resource 
operations for reading the state machine information from the state machine log and 
restoring the state of execution of a system resource operation. 

6. The system resource of claim 5, wherein the state machine logging mechanism 
further comprises: 

a state machine log mirroring mechanism located separately from the 
control/processing sub-system and cbmmunicating with the state machine log generator 


for receiving and storing mirror copies of the state machine information, wherein 

the state machine log mirroring mechanism is responsive to the 
restoration of operation of the system resource after a failure of system resource 
operations for reading the mirror copies okthe state machine information from the state 
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niachine log mirroring mechanism and restoring the state of execution of a system 
resource operation. 

7. A^ystem resource performing system resource operations in response to system 
resource requests by the clients and including a state machine logging mechanism, 
comprising: 

a sy stem resource sub-system, and 

firsthand second control/processing sub-systems, each including 

a system processor performing system resource operations in 
response to client requests directed to the first and second control/processing sub- 
systems and controlling operations of the system resource sub-system, and 

a state machine logging mechanism, including 

a state machine log generator for extracting state machine 
information defining a^state machine representing a current state of execution of a 
system resource operatibn of the corresponding control/processing sub-system, and 

\ a state machine log for storing the state machine 
information of the corresponding control/processing sub-system, wherein 

\^ the state machine log generator is responsive to 
the restoration of operation of the system resource after a failure of the corresponding 
control/processing sub-system foivreading the state machine information from the 
corresponding state machine log ana restoring the state of execution of a system 
resource operation of the corresponding control/processing sub-system. 

8. The system resource of claim 7, whe\ein each control/processing sub-system further 
comprises: \ 

a state machine log mirroring mechanism communicating with the state machine 
log generator of the other control/processing\ub-system for receiving and storing 
mirror copies of the state machine information^ the other control/processing sub 
system, wherein 
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* the state machine log mirroring mechanism is responsive to the 

restoration of operation of the other control/processing sub-system after a failure of the 
other c^trol/processing sub-system for reading the mirror copies of the state machine 

information from the state machine log mirroring mechanism to the other 

\ 

control/prdcessing sub-system and restoring the state of execution of a system resource 
operation of\he other control/processing sub-system. 

9. A state machine logging mechanism for use in a system resource performing system 
resource operations in response to requests by the clients, the system resource including 
a system resource sub-system and a control/processing sub-system including a resource 
control processor performing system resource operations in response to client requests 
and controlling operations of the system resource sub-system, the state machine logging 
mechanism comprising: 

a state machine\og generator for extracting state machine information defining a 
state machine representing a current state of execution of a system resource operation, 
and \^ 

a state machine log for storing the state machine information, wherein 

the state machine log generator is responsive to the restoration of 
operation of the system resource after a failure of system resource operations for 
reading the state machine information from the state machine log and restoring the state 
of execution of a system resource operation. 

10. The state machine logging mechakism of claim 9, further comprising: 

a state machine log mirroring mfechanism located separately from the 
control/processing sub-system and communicating with the state machine log generator 
for receiving and storing mirror copies of the state machine information, wherein 

the state machine log mirroring mechanism is responsive to the 
restoration of operation of the system resource Vfter a failure of system resource 
operations for reading the mirror copies of the state machine information from the state 
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machine log mirroring mechanism and restoring the state of execution of a system 
resource operation. 

11. Astate machine logging mechanism for use in a system resource performing system 
resource operations in response to system resource requests by the clients, the system 
resource\ncluding a system resource sub-system and first and second 
control/processing sub-systems, each including a system processor performing system 
resource operations in response to client requests directed to the first and second 
control/processing sub-systems and controlling operations of the system resource sub- 
system, the state machine logging mechanism comprising: 
in each cbntrol/processor sub-system, 

a state machine log generator for extracting state machine information 
defining a state machine representing a current state of execution of a system resource 
operation of the corresponding control/processing sub-system, and 

a state machine log for storing the state machine information of the 
corresponding control/processing sub-system, wherein 

the state machine log generator is responsive to the restoration of 
operation of the system resource after a failure of the corresponding control/processing 
sub-system for reading the stateWichine information from the corresponding state 
machine log and restoring the sta^^of execution of a system resource operation of the 
corresponding control/processing sub-system. 

12. The state machine logging mechanism of claim 11, further comprising: 
in each control/processor sub-system, 

a state machine log mirroring mechanism communicating with the state 
machine log generator of the other control/j^ocessing sub-system for receiving and 
storing mirror copies of the state machine information of the other control/processing 
sub-system, wherein 

the state machine log mirroring mechanism is responsive to the 
restoration of operation of the other control/processink sub-system after a failure of the 
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olher control/processing sub-system for reading the mirror copies of the state machine 
information from the state machine log mirroring mechanism to the other 
control/processing sub-system and restoring the state of execution of a system resource 
operation of the other control/processing sub-system. 

13. In aVystem resource performing system resource operations in response to requests 
by the clients, the system resource including a system resource sub-system and a 
control/processing sub-system including a resource control processor performing 
system resource operations in response to client requests and controlling operations of 
the system resource sub-system and including a state machine logging mechanism, a 
method for loggi\g and restoring the state of execution of system resource operations, 
comprising the step>s of: 

during each system resource operation, 

extracting state machine information defining a state machine 
representing a current state of execution of a system resource operation, and 
storing theWte machine information, and 
upon restoration of Operation of the system resource after a failure of system 
resource operations, 

reading the statevmachine information from the state machine log and 
restoring the state of execution olSa system resource operation. 

14. The method for logging and restoring the state of execution of system resource 
operations of claim 13, further comprising the steps of: 

during each system resource operation, 

storing mirror copies of the state machine information separately 
from the control/processing sub-system, anc 

upon restoration of operation of the system resource after a failure of system 
resource operations, 

reading the mirror copies oMie state machine information and 
restoring the state of execution of a system resource\meration. 
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15Aln a system resource performing system resource operations in response to system 
rescWe requests by the clients, the system resource including a system resource sub- 
system and first and second control/processing sub-systems, each including a system 
processor performing system resource operations in response to client requests directed 
to the fim and second control/processing sub-systems and controlling operations of the 
system reSburce sub-system, a method for logging and restoring the state of execution 
of system resource operations, comprising the steps of: 
in each control/processor sub-system, 

\during each system resource operation, 

extracting state machine information defining a state machine 
representing a ciibent state of execution of a system resource operation of the 
corresponding control/processing sub-system, and 

^storing the state machine information of the corresponding 
control/processing subsystem, and 

upon restoration of operation of the system resource after a failure of the 
corresponding control/processing sub-system, 

reading the state machine information and restoring the state of 
execution of a system resource operation of the corresponding control/processing sub- 
system. 

16. The method for logging andVestoring the state of execution of system resource 
operations of claim 15, further comprising the steps of: 
in each control/processing sub-system, 

during each system resource operation of the other control/processing 

sub-system, 

receiving and storing mirror copies of the state machine 
information of the other control/processin&sub-system, and 

upon restoration of operationW the other control/processing sub-system 
after a failure of the other control/processing sub-system, 
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\ reading the state machine information from the state machine log 
mirroring mechanisnAo the other control/processing sub-system and restoring the state 
of execution of a system resource operation of the other control/processing sub-system. 
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